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To setup the encryption the iVVoice lines must inactive.

1. From the System i Application, end the iVoice jobs (if they are running):
a. Ensure the dispatcher is running. If not, start the dispatcher (iVoice Main
Menu #5)
b. End the lines / unit (iVoice Main Menu #2) by selecting E to end.

Setting the Encryption Mode for iVoice configuration

2. Open the iVoice Configuration located on the iVoice Controller.

3. Choose the Encryption mode from the drop down menu. Your options being
None, AES 128-bit, and AES 256-bit.

2. iVoice - Configuration
rd -~ =
o Thiz program allows pou to define the communications parameters
Lv loe uzed between the MWoice host and controller software. It alzo
allows pou ta define the voice lines.

D ata path: |C:\F'mgram FileshibMeszaging Systems Inchivoice Systemn

wielcome to the ikMezzaging Woice System Configuration program. About
ot

TCP/IF Farameters Runtime Start-up Mode Trace Mode

Cortral link TCPAP port #: BB * Start-up folder i Service program Report level: |High -

Security Host Synchronization

Encryption hode: [ Emnable Contraller/Host FTP voice prompt spnchronization

Enciyption Kew: 3 |

RS

Automated Redundant System T ake-owver

I Enable automated redundant system take-over using:

Phone Line Type
* Analog " T11 Robbed Bit " 11 I1SDM-FRI

Phone Settings... Inactive Line Settingz
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Setting the Encryption Key for iVoice configuration

4. Below the Encryption Mode drop down box is the Encryption Key text box. Type
in the Encryption Key of your choice. Your options for characters are letters and
numbers.

5. After you have chosen the Encryption mode and set an Encryption Key, click the
save button, followed by the quit button to exit the window.

*. iVoice - Configuration

Welcome ta the iMessaging Voice System Configuration prograrm.
Thiz program allowss wou to define the communications parameters About...
used between the Moice host and controller software. [t also

allawys yau ta define the voice lines.

D ata path: |C:'\F'loglam FileshitMessaging Systems Inchivoice System
TCP#IP Parameters Runtime Start-up Mode Trace Mode

Cortral link TCPAF port #: [5682 * Start-up falder " Service pragram Report level: |High -

Security Hast Synchronization

Enciyption Mode: lm [ Enable Controller/Hast FTP voice prompt spnchronization
Encryption Key: WOICE |

Automated Redundant System T ake-over

[ Enable automated redundant system take-over using: -

| 3
!

Phone Line Type
f* Analog " T1 Robbed Bit " I115DM-FRI

Phone Settings... Inactive Line Settings
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Setting the Encryption Mode on the System i

6. Once Encryption is set in the iVoice Configuration, it has to be set on the System
i as well. Go to the i\VVoice menu on the System i.

7. Enter option 2 (work with iVoice Units). Once working with iVoice Units you
will input option 2 (Update) next to the unit you are using.

8. In the highlighted “Encryption Mode” field below is where you will choose your
encryption mode.

9. The options will be “0” for none, “1” for AES 128-bit, and “2” for AES 256-bit.
10. Input one of these options then hit enter to change the value on the System i. A

confirmation message in white text will show up in the bottom left hand side of
the screen.

Work with iVoice Units

Type options, press Enter.
1=Add 2=Update 3=Copy 4=Delete 5=Display 6=Work with lines

Work with iVoice units - Update
Unit name: iv01l

Description: iVoice TestUnit

IP address: O

Encryption Mode: 2 (0=None, 1=128bit, 2=256bit)
Encryption Key:

Controller socket: 6682

Driver socket: 6939

F3=Exit Fl2=Cancel
: Buffer length longer than record for member IVLINE.

F3=Exit F5=Refresh F1l2=Cancel

Setting the Encryption Key on the System i
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11.

12.

Once the Encryption Key is set on the iVVoice configuration, it has to also be set
on the System i. It has to be the same on both ends or else it will not work and
will generate an error. In the picture below in the highlighted area is the
“Encryption Key” field. To the right of that on the blank line is where you enter
the same encryption key that you entered on the iVoice Configuration Encryption
Key text box on the iVoice Controller.

Once you have entered the encryption key, hit enter for the key to take effect. In
the bottom left hand corner a message in white text will confirm the Encryption
Key has been successfully set.

Work with iVoice Units

Type options, press Enter.
1=Add 2=Update 3=Copy 4=Delete 5=Display 6=Work with lines

Work with iVoice units - Update
Unit name: iv01l

Description: iVoice TestUnit

IP address: O

Encryption Mode: 2 (0=None, 1=128bit, 2=256bit)
Encryption Key: IVOICE

Controller socket: 6682

Driver socket: 6939

F3=Exit Fl2=Cancel

: Buffer length longer than record for member IVLINE.

F3=Exit F5=Refresh F1l2=Cancel

13.

14.

Once your settings for Encryption have been changed. Reboot the iVoice
Controller.

From the System i Application, start the iVVoice jobs (if they aren’t running):
a. Ensure the dispatcher is running. If not, start the dispatcher (iVoice Main

Menu #5)
b. Start the lines / unit (iVoice Main Menu #2) by selecting S to start.
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